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Attack 
Characteristics

Decentralized Grid Centralized Grid

Vulnerability High due to ICS fragmentation Low due to limited control devices

Orchestration Difficult due to built in resilience Easier, single point of failure

Impact Harder for large scale impact Easy to create any impact

Detection Extremely Complicated Straightforward

Recovery Resilient, easy restoration Time consuming, could take weeks
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